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modified, transmitted, stored, or used by Millersville University, irrespective of the 

medium on which the data reside and regardless of format 

 

B.  Millersville University must classify data into the appropriate category according to 

the risks associated with the data being stored, accessed, or processed. 

Confidential data require the highest level of protection in order to prevent 

unauthorized disclosure or use. University-Restricted or public data may be given 

proportionately less protection. Data stored in collections (i.e., databases, files, 

tables, etc.) that do not segregate the more sensitive data elements from the less 

sensitive data, shall be classified according to the classification category assigned 

to the most sensitive data element.  

a.  Confidential Data:  
 

i.   Confidential data is personally identifiable information, requiring the highest 
level of protection due to its delicate nature. Confidential data includes data 
that Millersville University must keep private under federal, state, or local 
laws and regulations, or based on its proprietary nature.  

 
ii.  Confidential Data Includes, but is not limited to: 
 
  a)  Medical Records 
  b)  Disability Records 
  c)  Student Records 
  d)  Social Security Numbers (Including Partial Numbers) 
  e)  Personnel and/or Payroll Records 
  f)   Date of Birth 
  g)  Driver’s License Number 
  h)  Privileged Legal Information  
  i)   Credit Card Information 
  j)   Passwords 
  k)  Personal Financial Information 
 

b.  University-Restricted Data: 
 

 i.   University-Restricted Data is private to Millersville University. Access is 
limited to University community members 
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d) May only be disclosed on a strict need-to-know basis consistent with 

applicable policies and statutes 

e) May be stored only in a locked room, or an area where access is controlled 

using sufficient physical access control measures to detect and prevent 

unauthorized access by members of the public, visitors, or other persons 

without a need-to-know 

f) When sent via fax, may be sent only to a previously established and used 

address, or one that has been verified as using a secured location 

g) May not be posted on any public website 

h) Will be destroyed when no longer needed in accordance with Records 


